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SECRET 

PAGE 01 STATE 025978 
ORIGIN SS-25 

INFO OCT-01 ISO-OO SSO-OO /026 R 

DRAFTED BY E A/VLC : TMC ARNE Y/FMLC 

APPROVED BY EA:ROAKLEY 

SY:GHARVEY 

EUR:JSHINN 

NEA:AGLASPIE 

S/S: FWISNER 

S/S-0:LFLEISCHER 

EA/VLC:FZBROWN 

110462 010330Z/66 

O 010149Z FEB 78 
FM SECSTATE WASHDC 
TO AMEMBASSY BANGKOK IMMEDIATE 
AMEMBASSY BELGRADE IMMEDIATE 
AMEMBASSY BONN IMMEDIATE 
AMEMBASSY BRUSSELS IMMEDIATE 
AMEMBASSY CANBERRA IMMEDIATE 
AMEMBASSY CAIRO IMMEDIATE 
AMEMBASSY THE HAGUE IMMEDIATE 
AMEMBASSY HELSINKI IMMEDIATE 
AMCONSUL HONG KONG IMMEDIATE 
AMEMBASSY JAKARTA IMMEDIATE 
AMEMBASSY KUALA LUMPUR IMMEDIATE 
AMEMBASSY LONDON IMMEDIATE 
AMEMBASSY MANILA IMMEDIATE 
AMEMBASSY MOSCOW IMMEDIATE 
AMEMBASSY NEW DELHI IMMEDIATE 
AMEMBASSY OSLO IMMEDIATE 
AMEMBASSY PARIS IMMEDIATE 
USLO PEKING IMMEDIATE 
AMEMBASSY RANGOON IMMEDIATE 
AMEMBASSY ROME IMMEDIATE 
AMEMBASSY SINGAPORE IMMEDIATE 
AMEMBASSY STOCKHOLM IMMEDIATE 
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AMEMBASSY TOKYO IMMEDIATE 
USMISSION USUN NEW YORK IMMEDIATE 
AMEMBASSY VIENTIANE IMMEDIATE 
AMEMBASSY WELLINGTON IMMEDIATE 
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EXDIS 

E.O. 11652: XGDS-3 
TAGS: PDIP, ASEC, US, VM 

SUBJECT: INDICTMENT FOR ESPIONAGE AND COMPROMISE OF DOCU- 
MENTS 

REF: STATE 25233 

1 . SEPTEL SUMMARIZES INDICTMENT WHICH LISTS CERTAIN COM- 
PROMISED MESSAGES PASSED TO THE SRV. POSTS SHOULD CHECK 
FILES TO DETERMINE IF THEIR HOST'S DIPLOMATS WERE SOURCES 
OF THE LISTED MESSAGES. IF APPROPRIATE, YOU MAY INFORM THE 
FOREIGN MINISTRY THAT COMPROMISE OF CERTAIN AMERICAN DIP 
LOMATIC CORRESPONDENCE HAS TAKEN PLACE, INCLUDING MESSAGES 
BASED ON CONVERSATIONS WITH HOST COUNTRY DIPLOMATS. YOU MAY 
GIVE A GENERAL DESCRIPTION OF THE INFORMATION CONTAINED IN 
THE RELEVANT COMPROMISED DOCUMENT. IF HOST GOVERNMENTS ASK 
FOR MORE DETAILED INFORMATION. REPLY THAT YOU WILL QUERY THE 
DEPARTMENT, STRESSING HOWEVER, THE POSSIBLY OVERRIDING NEED 
FOR CONFIDENTIALITY OF THE CRIMINAL PROCESS IN THE UNITED 
STATES. 

2. WHERE POSSIBLE, REPORTING OFFICERS MAY ALSO ALERT IN- 
SECRET 
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DIVIDUAL SOURCES TO COMPROMISE OF THEIR CONVERSATIONS USING 
YOUR JUDGEMENT AS TO DETAILS OF CABLE TO REVEAL THEM. 


3. POSTS MAY ADD TO HOST GOVERNMENTS THAT IN THE COURSE 
OF TRIAL PROCEEDINGS, THE LISTED DOCUMENTS MAY BE MADE 
PUBLIC DESPITE EFFORTS OF JUSTICE DEPARTMENT WITH THE 
COURT TO RETAIN CONFIDENTIALITY. IF PUBLIC DISCLOSURE 

OF A DOCUMENT OR DOCUMENTS BECOMES IMMINENT, WE WILL DO 
OUR BEST TO NOTIFY POSTS IMMEDIATELY WITH APPROPRIATE 
GUIDANCE FOR PASSING THE COMPROMISED MATERIAL TO HOSTS IN 
ADVANCE. 

4. FYI ONLY. THE MATERIAL LISTED IN THE INDICTMENT IS A 
FRACTION OF THE MESSAGE TRAFFIC WE KNOW HAS BEEN PASSED 
TO THE SRV. IT ALSO REPRESENTS ABOUT 1/4 OF TOTAL DOCU- 
MENTS SUBMITTED AS EVIDENCE, SOME OR ALL OF WHICH COULD 
BECOME PUBLIC. TO OUR KNOWLEDGE NO RESTRICTED CAPTION 
MATERIAL ABOVE LIMDIS HAS BEEN COMPROMISED 

5. DEPT. WILL REPEAT MESSAGES CONTAINING CONVERSATIONS 
NOT ORIGINALLY SENT TO SOURCES' COUNTRIES OF ORIGIN, E.G. 
VIENTIANE 358 TO CAIRO. 
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ORIGIN SS-15 

INFO OCT-01 ISO-OO SSO-OO /016 R 

66011 

DRAFTED BY: EA/VLC:JRJOHNSON 
APPROVED BY: EA/VLC:FZBROWN 
S/S- O KDROBINSON 

005754 021406Z/50 

P 021345Z FEB 78 

FM SECSTATE WASHDC 

TO AMEMBASSY NAIROBI PRIORITY 
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EXDIS 

FOL TEL SENT ACTION BANGKOK BELGRADE BONN BRUSSELS CANBERRA 
CAIRO THE HAGUE HELSINKI HONG KONG JAKARTA KUALA LUMPUR 
LONDON MANILA MOSCOW NEW DELHI OSLO PARIS PEKING 
RANGOON ROME SINGAPORE STOCKHOLM TOKYO USUN NEW YORK 
VIENTIANE WELLINGTON FROM SECSTATE DTD 01 FEB 1978 QTE 
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EXDIS 

E.O. 11652: XGDS-3 
TAGS: PDIP, ASEC, US, VM 

SUBJECT: INDICTMENT FOR ESPIONAGE AND COMPROMISE OF DOCU- 
MENTS 

REF: STATE 25233 

1 . SEPTEL SUMMARIZES INDICTMENT WHICH LISTS CERTAIN COM- 
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PROMISED MESSAGES PASSED TO THE SRV. POSTS SHOULD CHECK 
FILES TO DETERMINE IF THEIR HOST'S DIPLOMATS WERE SOURCES 
OF THE LISTED MESSAGES. IF APPROPRIATE, YOU MAY INFORM THE 
FOREIGN MINISTRY THAT COMPROMISE OF CERTAIN AMERICAN DIP 
LOMATIC CORRESPONDENCE HAS TAKEN PLACE, INCLUDING MESSAGES 
BASED ON CONVERSATIONS WITH HOST COUNTRY DIPLOMATS. YOU MAY 
GIVE A GENERAL DESCRIPTION OF THE INFORMATION CONTAINED IN 
THE RELEVANT COMPROMISED DOCUMENT. IF HOST GOVERNMENTS ASK 
FOR MORE DETAILED INFORMATION, REPLY THAT YOU WILL QUERY THE 
DEPARTMENT, STRESSING HOWEVER, THE POSSIBLY OVERRIDING NEED 
FOR CONFIDENTIALITY OF THE CRIMINAL PROCESS IN THE UNITED 
STATES. 

2. WHERE POSSIBLE, REPORTING OFFICERS MAY ALSO ALERT IN- 
DIVIDUAL SOURCES TO COMPROMISE OF THEIR CONVERSATIONS USING 
YOUR JUDGEMENT AS TO DETAILS OF CABLE TO REVEAL THEM. 

3. POSTS MAY ADD TO HOST GOVERNMENTS THAT IN THE COURSE 
OF TRIAL PROCEEDINGS, THE LISTED DOCUMENTS MAY BE MADE 
PUBLIC DESPITE EFFORTS OF JUSTICE DEPARTMENT WITH THE 
COURT TO RETAIN CONFIDENTIALITY. IF PUBLIC DISCLOSURE 

OF A DOCUMENT OR DOCUMENTS BECOMES IMMINENT. WE WILL DO 
OUR BEST TO NOTIFY POSTS IMMEDIATELY WITH APPROPRIATE 
GUIDANCE FOR PASSING THE COMPROMISED MATERIAL TO HOSTS IN 
ADVANCE. 

4. FYI ONLY. THE MATERIAL LISTED IN THE INDICTMENT IS A 
FRACTION OF THE MESSAGE TRAFFIC WE KNOW HAS BEEN PASSED 
TO THE SRV. IT ALSO REPRESENTS ABOUT 1/4 OF TOTAL DOCU- 
MENTS SUBMITTED AS EVIDENCE, SOME OR ALL OF WHICH COULD 
BECOME PUBLIC. TO OUR KNOWLEDGE NO RESTRICTED CAPTION 
MATERIAL ABOVE LIMDIS HAS BEEN COMPROMISED 

5. DEPT. WILL REPEAT MESSAGES CONTAINING CONVERSATIONS 
NOT ORIGINALLY SENT TO SOURCES' COUNTRIES OF ORIGIN, E.G. 
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VIENTIANE 358 TO CAIRO. 

VANCE UNQTE VANCE 
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Message Attributes 


Automatic Decaptioning: Z 
Capture Date: 01 jan 1994 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 

Concepts: INTELLIGENCE COLLECTION, ESPIONAGE, DOCUMENTS, INVESTIGATIONS, COURT PROCEEDINGS, ARRESTS 

Control Number: n/a 
Copy: SINGLE 
Draft Date: 01 feb 1978 
Decaption Date: 20 Mar 2014 
Decaption Note: 25 YEAR REVIEW 
Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978STATE025978 

Document Source: CORE 

Document Unique ID: 00 

Drafter: TMCARNEY/FMLC 

Enclosure: n/a 

Executive Order: X3 

Errors: N/A 

Expiration: 

Film Number: D780047-0377 

Format: TEL 
From: STATE 
Handling Restrictions: 

Image Path: 

ISecure: 1 

Legacy Key: Iink1978/newtext/t1 978021 06/aaaadljk.tel 

Line Count: 213 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 

Message ID: fa8d6dcd-c288-dd11-92da-001cc4696bcc 

Office: ORIGIN SS 

Original Classification: SECRET 

Original Handling Restrictions: EXDIS 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: n/a 

Page Count: 4 

Previous Channel Indicators: n/a 
Previous Classification: SECRET 
Previous Handling Restrictions: EXDIS 
Reference: 78 STATE 25233 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 06 may 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 3441018 
Secure: OPEN 
Status: NATIVE 

Subject: INDICTMENT FOR ESPIONAGE AND COMPROMISE OF DOCU- MENTS 

TAGS: PINR, PDIP, ASEC, PINT, TH, US, VM, (HUMPHREY, RONALD LOUIS), (TRUONG DINH HUNG), (HUYNG TRUNG DONG), (NGUYEN AN 
HUYNH), (NGUYEN NGOC GIAO), (PHAN THAN H NAM) 

To: BANGKOK BELGRADE MULTIPLE 
Type: TE 

vdkvgwkey : odbc://SAS/SAS.dbo.SAS_Docs/fa8d6dcd-c288-dd1 1 -92da-001 cc4696bcc 
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